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$ man Crypt::PK::RSA.3pm
Crypt::PK::RSA(3pm) User Contributed Perl Documentation Crypt::PK::RSA(3pm)
NAME

Crypt::PK::RSA - Public key cryptography based on RSA
SYNOPSIS

### OO interface

#Encryption: Alice

my $pub = Crypt::PK::RSA->new('Bob_pub_rsal.der");

my $ct = $pub->encrypt("secret message");

#

#Encryption: Bob (received ciphertext $ct)

my $priv = Crypt::PK::RSA->new('Bob_priv_rsal.der’);

my $pt = $priv->decrypt(Sct);

#Signature: Alice

my $priv = Crypt::PK::RSA->new('Alice_priv_rsal.der’);

my $sig = $priv->sign_message($message);

#

#Signature: Bob (received $message + $sig)

my $pub = Crypt::PK::RSA->new('Alice_pub_rsal.der");

$pub->verify_message($sig, $message) or die "ERROR";

#Key generation

my $pk = Crypt::PK::RSA->new();

$pk->generate_key (256, 65537);

my $private_der = $pk->export_key_der(private’); Page 1/17



my $public_der = $pk->export_key_der('public’);
my $private_pem = $pk->export_key pem('private’);
my $public_pem = $pk->export_key_pem('public’);
### Functional interface
#Encryption: Alice
my $ct = rsa_encrypt('Bob_pub_rsal.der’, "secret message");
#Encryption: Bob (received ciphertext $ct)
my $pt = rsa_decrypt('Bob_priv_rsal.der', $ct);
#Signature: Alice
my $sig = rsa_sign_message(‘Alice_priv_rsal.der', $message);
#Signature: Bob (received $message + $sig)
rsa_verify_message(‘Alice_pub_rsal.der', $sig, $message) or die "ERROR";
DESCRIPTION
The module provides a full featured RSA implementation.
METHODS
new
my $pk = Crypt::PK::RSA->new();
#or
my $pk = Crypt::PK::RSA->new($priv_or_pub_key_filename);
#or
my $pk = Crypt::PK::RSA->new(\$buffer_containing_priv_or_pub_key);
Support for password protected PEM keys
my $pk = Crypt::PK::RSA->new($priv_pem_key_filename, $password);
#or
my $pk = Crypt::PK::RSA->new(\$buffer_containing_priv_pem_key, $password);
generate_key
Uses Yarrow-based cryptographically strong random number generator seeded with random data
taken from "/dev/random" (UNIX) or "CryptGenRandom" (Win32).
$pk->generate_key($size, $e);
# $size .. key size: 128-512 bytes (DEFAULT is 256)
# %e ... exponent: 3, 17, 257 or 65537 (DEFAULT is 65537)
import_key

Loads private or public key in DER or PEM format. Page 2/17



$pk->import_key($priv_or_pub_key_filename);
#or
$pk->import_key(\$buffer_containing_priv_or_pub_key);
Support for password protected PEM keys
$pk->import_key($pem_filename, $password);
#or
$pk->import_key(\$buffer_containing_pem_key, $password);
Loading private or public keys form perl hash:
$pk->import_key($hashref);
# the $hashref is either a key exported via key2hash
$pk->import_key({
e =>"10001", #public exponent
d =>"9ED5C3D3F866E06957CAOE9478A273C39BBDA4EEACSB...", #private exponent
N =>"DOA5CCCAEO3DFIC2F5C4C8COCE840D62CDE279990DCS6...", #modulus
p =>"D3EF0028FFAB508E2773C659E428A80FB0OE9211346B4...", #p factor of N
q =>"FCO7E46B163CAB6A83B8E467D169534B2077DCDEECAE...", #q factor of N
gP =>"88C6D406F833DF73C8B734548E0385261AD51F4187CF...", #1/q mod p CRT param
dP =>"486F142FEFO0A1F53269AC43D2EE4D263E2841B60DA36...", #d mod (p - 1) CRT param
dQ =>"4597284B2968B72C4212DB7E8F24360B987B80514DA9...", #d mod (q - 1) CRT param
i
# or a hash with items corresponding to JWK (JSON Web Key)
$pk->import_key({
{
kty => "RSA",

n =>

"Ovx7agoebGcQSuuPiLIXZpt...eZuOfM4IFd2NcRwr3XPksINHaQ-G_xBnilgbwOLs1jF44-csFCur-kEgU8awapJzKngDKgw",
e =>"AQAB",

d =
"X4cTtedY_gn4FYPsXB8rdXi...FLNSEEaG6RoVH-HLKD9Mdx500GURKNhnrRwUKC7h5fILMWbFAKLWY2v7B6NqSzUvx0
_YSf,

p =>
"83i-7IVMGXoMXCskv73TKr8...227zvoj6pbUQyLPBQxtPnwD20-60e TmD2ujMt5PoMrm8RmNhVWijjMmMjOpSicFHjXOuVI"
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q =>
"3dfOR9cuYQq-0S-mkFLzgltg...q3hWeMuG0Oougnb3obLyuqjVZQ1dIrdgTnCdYzBcOWS5r37AFX|ift_NGiovonzhKpoVvVvS78",
dp =
"G4sPXkc6Ya9y80JW9 ILj4...zi H7TkS8x5SdX30E0o0iYwxliemTAuOUOa5pgFGyJ4c8t2VF40XRugKTP8akhFo5tA77Qe",
dq =
"s9IAH9fggBsoFR80ac2R_E... T2kGOhvIIITELefA6huUvMfBcpn8lqWevzzYY5SSF7pMd_agl3G8IbpBUbOJiraRNUfLhc",
qi =>
"GyM_p6JrXySiz1toFgKbWV...4ypu9bMWx3QJIBfmOFoYzUIZEVEcOqwmRN810DAaaBkOKWGDjJHDADMFW3ANT7I-pux_
mHZG",
i
Supported key formats:
# all formats can be loaded from a file
my $pk = Crypt::PK::RSA->new($filename);
# or from a buffer containing the key
my $pk = Crypt::PK::RSA->new(\$buffer_with_key);

? RSA public keys

MIGFMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDHIYKg9DeHB3/dY1D9WCyJTnI5
VEZAXpUOL9tDtdPUI96bribbdML0o00O1hKjsq98kLs1q4vOn/pxvzkOBRwhiu7Vvb
VUjAn/2HHDDLOU 1utqglMJhaffeLIBHEQ50/ISMFY7sSkZU/E4Y X1ygANOSE7xfK

B2uzcNg60sMIfp6siQIDAQAB

MIICXQIBAAKBgQDHIYKg9DeHB3/dY1D9WCyJTnI5vEzZAXpUOL9tDtdPUI96brIbb
dML0o00O1hKjsq98kLs1g4vOn/pxvzkOBRwhiu7VvbVUjAn/2HHDDLOU1utqqiMJha
ffeLIBHEQ50/ISMFY7sSkZU/E4Y X1ygANOSE7xfKB2uzcNg60sMIfp6siQIDAQAB
A0GBAI5+GgNcGQDYWIOuUF+t7FwxZM5sGZRJIrbbEPyuvL+sDXKKW6voKCyHi4EJzaF
9jRZMDggVJcsmUwjPPUMGBHHJ+MI5Zb3L0jbZkyx8u+U5gf88oy9eZmfGOjmHcMB
0CgzyoLmJETuyADg2onLanuY 3jggFb3tq/jimKjO8xM2R6zhAKEA7uXWWyJI9cCN
zrVt5R5v600sjZ4r5VILGMgBRLrzf TvH+WDMKG6RI/2MHE+YDelLajzunaM8qY 2456
GTYEXQsIdQIBANXfMEtXocSdPtoVj3SME8Do/0r+ApgTdcDPCwXOzkmkEJW/UFMSn

b8CYF5G65ZQN9IL5z3s2nvi55PaFV8QOLMUUCQBhIGVIQmMEYFbQPpeTBpZFOIgnSp Page 4/17



6BoDxPtviryy5U7LF/6q040IwlbjYdBaXbS8FCKbujBg7jZjboSzEtNu1BKCQDGT
w0Yz0jQZn3A+fzpScr2N/fSWheWqz0+wXdfMUKw3YdZCe236wIUK7KvDcla2xX1A
rulNbTCoujikC3TSm2ECQQDKQshchJIZImFvOvCFQIGCA/EX+4406xvO0QiixbPYC

pIB4Ee2cmvEdAQqSa0jrvgs5zvaCCFBOOMecPStCAXUX6

Proc-Type: 4, ENCRYPTED

DEK-Info: DES-EDE3-CBC,4D697440FF5AEF18{rUQ5v+I006BTrI80XUfU
w3gzAWbSjz3UKOFpKeABVFPESfjNPIfTcS6qL5YIJWBPflwxCAbVgsBOW4bOMpDGK
BJDQTeShwWn4BIlYCe/vgThI9ERdgZhRz4NcFeDgVA/CqQzVaptvz4PSqH46fqUN2n

4PtJgKE5CASYUBUA|ID71FecSVVM/OTzL1uxYzXBilzvWn2vSHgo9g==

MIICdgIBADANBgkghkiGOWOBAQEFAASCAMAwggJCAGEAAOGBANPN17XWA4EKH5PXG
Li/i3rE1IEXFcCHyxmz95VRBDs1p3MuYfImxntbfY AmuzS3KrRWh3lyX/Eh80N/v9
OXPIwZbVgSTX+L3pCEJtRtsWn0zmswGThjMZiwleOoWuap63L35F1QNBEDaSPSBC
YGELNRrérwVYqOw5b+LOcaCZ+/H1AgMBAAECgYEApfu3aGpww+rC3HUhXO0+cky Ty
cXLdV9LbxidwgRIVEbO+DyfXNucjelp2sy5EHy3na9GJovo8mmWSxhCRGKIIRKQ6
XgrEMZdCSaWI2AazuHAGIUJRFEVkvdla3AuBAn6y0YdDp/3kbgO0yahmKyD8Gq74z
nNUYbDL3R5JtR2Ad/KIUCQQDVSEICTHbO/BF7hVmIKRYZSNHKEPrv8X/OlppS14Kv

QRWC+CZ5+6T1Y+5cHIQUXIXZoWS1K741TXdUhjjUud7AKEA4podS04EX8sttdWi Page 5/17



pHMfeyj+IbPAK5XnBc91jT7AYIeL8ccjtfl99xhMsGFaxrh3wA/4SGEvwz\Wkbxcq
H8G5TWJAKNG+0P2SVWURRmMOdOdukdXPCtiHnbP9Zujhe4zr4dhEUrMpXymmRntfh8
pORpBpgoAVraams3Fe5WDttnGfSD+QJAOOC6EVIH|fUrQhG3FTOXeRwmM5EDIQQ/tC
a8DxHqz7mL8tL1ju68ReC+G7jiJBgNOwqzLW/UP3uyYByiikWChGHQJAHUau7jIM
45Er0O096n94Vh95p76 ANXxOroWsz0Ot39TyvJOyklfoPwFagLrBWV9Jjos2/D54KE+

fyoy4t3yHT+/nw==

? PKCS#8 encrypted private keys - password protected keys (supported since:

CryptX-0.062)
{Sttc4p24N5xuZ+IneGnGKLX6B+nJAtM9Ovw
bZA6P+23GI10qeMzL3HIXwCOTSsWfm/HOW5+2Zmw851aAmE+pZLni/pk3e3iNSWgs
946x/doA500uCFsU7oxme+WAIp2SjhxGoe808Lf1CCFMPboFi1O/EONSX8SIEX+i
U+UHi4kxZqVkr3Q5SB/9kiSv8K1bE787yueQOT/dsTYYaMsjAbkEZ000/47F32T6
A2i0XHOV/pr5zNHgE5tL+gKECLYbAUF10+WvmdqgYz+vHQjRQBatAqTmncvLDYT/j

1HPwZX2d

MIIC8zCCAdugAwIBAgIJAPi+LVMU3UGWMAOGCSqGSIb3DQEBCWUAMBAXDJAMBGNV
BAMMBXBva3VzMB4XDTE3MDcxNDEOMTAYMFoXDTIwWMDQwWOTEOMTAyMFowEDEOMAWG
ALUEAWWFcGIrdXMwggEIMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQDCQima
SUIMIdz5uVevzcSchcej06xs10LaFKUoPJ8v+xP6Ut61BQhAvVc8GYuw2uRx223hZC

r3HYLfSAWIfmOIAtIL8cPYPVoSivJtpSGE6fBG1tIBjVgXWRmMJIGR/0oxx6Y5QDwcB Page 6/17



Q4GZKga8TtHQoY5idZuatY OFZGfMIclUCOUoda+Y Sypnw7A90F/JvipcTUh3Fnem
VingEA6XOegU9dCzZk/29sXqauBjbdGihh8DvpklOhY 16eQ0iR3909AywWQOKUmMI+R
Sa9E8olsmUDetFuXEvana+sD3y42tU+cd2nhBPREThSXPcum0OB3uF4yKgweuJy5D
cvtVQIFVKkkh4+AWNAgMBAAG]UDBOMBOGA1UdDgQWBBSS6V5PVGYN92NoBOAVLcOb
pzR3SzABgNVHSMEGDAWgBSS6V5PVGYN92NoBOAVLcObpzR3SzAMBgNVHRMEBTAD
AQH/MAOGCSqGSIb3DQEBCwWUAA4IBAQBIszrBjoJ39axsS6Btbvwvo8vAmgiSWsav
7AMjXOAwknHPaCcDmrdOys5PODODNRwNeRsnxFiZ/UL8VmMj2JGDLgAw+/v32MwfX
Ig7m+0lbO8KgDzlYvS5kd3suJ5C21hHy1/JUtfofZLovZH7ZRzhTAORVCYaodW90
208ZgmyCdcXPzjFmoJ2xY zs/Sf8/E1cHfb+4HjOpeRNKxDvGOgwWzcsXpUrw2pNO
OztjRAOTHNrf/anleYVtAHX4aqZA8Kbv2TyJd+9g78usFwlcn+8vimilm6Pn0DQ

a+I5GyGd7BJI8wYuWqIStzvrJHbQQaNrSk7hgjWYiYlcsPhew2QP

? SSH public RSA keys
ssh-rsa AAAAB3NzaClyc2EAAAADAQA...6mdYs5iJNGu/ItUdc=

? SSH public RSA keys (RFC-4716 format)
---- BEGIN SSH2 PUBLIC KEY ----
Comment: "768-bit RSA, converted from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAAAYQDYebeGQFCNIQINRE7rOUEDbjr+DQMTdw1ZHGB2w6x
D/DzKem8761GdCpgsLrGaw2D7aSloP1B5Sz870YoVWHN6A07HVM17V3Kxfn4BO1LGNQTM5+
L26mdYs5iJNGu/ItUdc=
---- END SSH2 PUBLIC KEY ----

? RSA private keys in JSON Web Key (JWK) format
See <http:/tools.ietf.org/html/draft-ietf-jose-json-web-key>

{
"kty":"RSA",

"n":"0Ovx7agoebGcQSuuPiLIXZpt...eZuOfM4IFd2NcRwr3XPksINHaQ-G_xBnilgbwOLs1jF44-csFCur-kEgU8awapJzKngDKgw

"e""AQAB",

"d":"X4cTtedY_gn4FYPsXB8rdXi...FLNSEEaG6R0VH-HLKDIMdx500GURKnhnrRWUKC7h5fILMWbBFAKLWY 2v7B6NqSzUV
x0_YSf",
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"p":"83i-7IVMGX0oMXCskv73TKr8...Z272zv0j6pbUQyL PBQxtPnwD20-60e TmD2ujMt5PoMrm8RmMNhVWMmMjOpSicFHjXO

uviIy,

"g":"3dfOR9cuY(q-0S-mkFLzgltg...q3hWeMuGOougnb3obLyuqjVZQ1dlrdgTnCdYzBcOWS5r37AFX|ift_ NGiovonzhKpoVVvS78"

"dp":"G4sPXkc6Ya9y80JW9_ILj4...zi_H7TkS8x5SdX30E00iYwxliemTAuUOUOa5pgFGyJ4c8t2VFA0XRugKTP8akhFo5tA77Q

e",

"dq":"s9IAH9fggBsoFR80ac2R_E... T2kGOhvVIIITELefA6huUvMfBcpn8lqgW6vzzYY5SSF7pMd_agl3G8IbpBUbOJiraRNUfLhc"

"gi""GyM_p6JrXySiz1toFgKbWV...4ypu9bMWx3QJIBfmOFoYzUIZEVEcOqwmRN81oDAaaBkOKWGDjJHDADmMFW3ANT7I-p
ux_mHzG",
}
BEWARE: For JWK support you need to have JSON module installed.
? RSA public keys in JSON Web Key (JWK) format

{
"kty":"RSA",

n-

"Ovx7agoebGcQSuuPiLIXZp...tN9nndrQmbXEps2aiAFbWhM78LhWx4cbbfAAtVT86zwulRK7aPFFxuhDR1L6tSoc_BJECP

"e":"AQAB",
}
BEWARE: For JWK support you need to have JSON module installed.
export_key der
my $private_der = $pk->export_key_der('private’);
#or
my $public_der = $pk->export_key_der('public’);
export_key pem
my $private_pem = $pk->export_key_pem('private');
#or

my $public_pem = $pk->export_key pem(‘public’); Page 8/17



#or

my $public_pem = $pk->export_key pem('public_x509";

With parameter 'public’ uses header and footer lines:

Support for password protected PEM keys

my $private_pem = $pk->export_key pem('private’, $password);

#or

my $private_pem = $pk->export_key pem('private’, $password, $cipher);

# supported ciphers: 'DES-CBC'

#

#

#

#

export_key_jwk

'‘DES-EDE3-CBC'
'SEED-CBC'
'CAMELLIA-128-CBC'
'CAMELLIA-192-CBC'
'CAMELLIA-256-CBC'
'AES-128-CBC’
'‘AES-192-CBC'

'‘AES-256-CBC' (DEFAULT)

Since: CryptX-0.022

Exports public/private keys as a JSON Web Key (JWK).

my $private_json_text = $pk->export_key_jwk('private’);

#or

my $public_json_text = $pk->export_key_jwk(‘public’);
Also exports public/private keys as a perl HASH with JWK structure.

my $jwk_hash = $pk->export_key_jwk('private’, 1);

#or

my $jwk_hash = $pk->export_key_jwk('public', 1);

BEWARE: For JWK support you need to have JSON module installed.

export_key jwk_thumbprint
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Since: CryptX-0.031
Exports the key's JISON Web Key Thumbprint as a string.
If you don't know what this is, see RFC 7638 <https://tools.ietf.org/html/rfc7638>.
my $thumbprint = $pk->export_key jwk_thumbprint('SHA256');
encrypt
my $pk = Crypt::PK::RSA->new($pub_key filename);
my $ct = $pk->encrypt($message);
#or
my $ct = $pk->encrypt($message, $padding);
#or
my $ct = $pk->encrypt($message, 'oaep’, $hash_name, $lparam);
# $padding .......cceeeveennne ‘oaep' (DEFAULT), 'v1.5' or 'none' (INSECURE)
# $hash_name (only for oaep) .. 'SHAL' (DEFAULT), 'SHA256' or any other hash supported by Crypt::Digest
# Slparam (only for oaep) ..... DEFAULT is empty string
decrypt
my $pk = Crypt::PK::RSA->new($priv_key_filename);
my $pt = $pk->decrypt($ciphertext);
#or
my $pt = $pk->decrypt($ciphertext, $padding);
#or
my $pt = $pk->decrypt($ciphertext, 'oaep’, $hash_name, $lparam);
# $padding .......cceeevnennne ‘oaep' (DEFAULT), 'v1.5' or 'none' (INSECURE)
# $hash_name (only for oaep) .. 'SHAL' (DEFAULT), 'SHA256' or any other hash supported by Crypt::Digest
# $lparam (only for oaep) ..... DEFAULT is empty string
sign_message
my $pk = Crypt::PK::RSA->new($priv_key_filename);
my $signature = $priv->sign_message($message);
#or
my $signature = $priv->sign_message($message, $hash_name);
#or
my $signature = $priv->sign_message($message, $hash_name, $padding);
#or

my $signature = $priv->sign_message($message, $hash_name, 'pss', $saltlen); Page 10/17



# $hash_name ............... 'SHA1' (DEFAULT), 'SHA256' or any other hash supported by Crypt::Digest
# $padding ... '‘pss' (DEFAULT) or 'v1.5' or 'none' (INSECURE)
# $saltlen (only for pss) .. DEFAULT is 12
verify_message
my $pk = Crypt::PK::RSA->new($pub_key_filename);
my $valid = $pub->verify _message($signature, $message);
#or
my $valid = $pub->verify _message($signature, $message, $hash_name);
#or
my $valid = $pub->verify _message($signature, $message, $hash_name, $padding);
#or
my $valid = $pub->verify _message($signature, $message, $hash_name, 'pss', $saltlen);
# $hash_name ............... 'SHA1' (DEFAULT), 'SHA256' or any other hash supported by Crypt::Digest
# $padding ..o '‘pss' (DEFAULT) or 'v1.5' or 'none' (INSECURE)
# $saltlen (only for pss) .. DEFAULT is 12
sign_hash
my $pk = Crypt::PK::RSA->new($priv_key_filename);
my $signature = $priv->sign_hash($message_hash);
#or
my $signature = $priv->sign_hash($message _hash, $hash_name);
#or
my $signature = $priv->sign_hash($message _hash, $hash_name, $padding);
#or
my $signature = $priv->sign_hash($message hash, $hash_name, 'pss’, $saltlen);
# $hash_name ............... 'SHA1' (DEFAULT), 'SHA256' or any other hash supported by Crypt::Digest
# $padding .......cccnee. '‘pss' (DEFAULT) or 'v1.5' or 'none' (INSECURE)
# $saltlen (only for pss) .. DEFAULT is 12
verify _hash
my $pk = Crypt::PK::RSA->new($pub_key_filename);
my $valid = $pub->verify_hash($signature, $message_hash);
#or

my $valid = $pub->verify_hash($signature, $message_hash, $hash_name);
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my $valid = $pub->verify_hash($signature, $message_hash, $hash_name, $padding);
#or
my $valid = $pub->verify_hash($signature, $message_hash, $hash_name, 'pss’, $saltlen);
# $hash_name ............... 'SHAL' (DEFAULT), 'SHA256' or any other hash supported by Crypt::Digest
# $padding .....ooeennnee '‘pss' (DEFAULT) or 'v1.5' or 'none' (INSECURE)
# $saltlen (only for pss) .. DEFAULT is 12
is_private
my $rv = $pk->is_private;
# 1 .. private key loaded
# 0 .. public key loaded
# undef .. no key loaded
size
my $size = $pk->size;
# returns key size in bytes or undef if no key loaded
key2hash
my $hash = $pk->key2hash;
# returns hash like this (or undef if no key loaded):
{
type => 1, #integer: 1 .. private, O .. public
size => 256, # integer: key size in bytes
# all the rest are hex strings
e =>"10001", #public exponent
d =>"9ED5C3D3F866E06957CAOE9478A273C39BBDA4EEACSB...", #private exponent
N =>"DOA5CCCAEO3DF9C2F5C4C8COCE840D62CDE279990DCS6...", #modulus
p =>"D3EF0028FFAB508E2773C659E428A80FB0OE9211346B4...", #p factor of N
gq =>"FCO7E46B163CAB6A83B8E467D169534B2077DCDEECAE...", #q factor of N
gP =>"88C6D406F833DF73C8B734548E0385261AD51F4187CF...", #1/q mod p CRT param
dP =>"486F142FEFOA1F53269AC43D2EE4D263E2841B60DA36...", #d mod (p - 1) CRT param
dQ =>"4597284B2968B72C4212DB7E8F24360B987B80514DA9...", #d mod (q - 1) CRT param
}
FUNCTIONS
rsa_encrypt

RSA based encryption. See method "encrypt" below. Page 12/17



my $ct = rsa_encrypt($pub_key_filename, $message);
#or
my $ct = rsa_encrypt(\$buffer_containing_pub_key, $message);
#or
my $ct = rsa_encrypt($pub_key, $message, $padding);
#or
my $ct = rsa_encrypt($pub_key, $message, ‘'oaep’, $hash_name, $lparam);
# $padding .......cceeevnennns ‘oaep' (DEFAULT), 'v1.5' or 'none' (INSECURE)
# $hash_name (only for oaep) .. 'SHAL' (DEFAULT), 'SHA256' or any other hash supported by Crypt::Digest
# Slparam (only for oaep) ..... DEFAULT is empty string
rsa_decrypt
RSA based decryption. See method "decrypt" below.
my $pt = rsa_decrypt($priv_key_filename, $ciphertext);
#or
my $pt = rsa_decrypt(\$buffer_containing_priv_key, $ciphertext);
#or
my $pt = rsa_decrypt($priv_key, $ciphertext, $padding);
#or
my $pt = rsa_decrypt($priv_key, $ciphertext, 'oaep’, $hash_name, $lparam);
# $padding .......cceeveennne ‘oaep' (DEFAULT), 'v1.5' or 'none' (INSECURE)
# $hash_name (only for oaep) .. 'SHAL' (DEFAULT), 'SHA256' or any other hash supported by Crypt::Digest
# $lparam (only for oaep) ..... DEFAULT is empty string
rsa_sign_message
Generate RSA signature. See method "sign_message" below.
my $sig = rsa_sign_message($priv_key_filename, $message);
#or
my $sig = rsa_sign_message(\$buffer_containing_priv_key, $message);
#or
my $sig = rsa_sign_message($priv_key, $message, $hash_name);
#or
my $sig = rsa_sign_message($priv_key, $message, $hash_name, $padding);
#or
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# $hash_name ............... 'SHA1' (DEFAULT), 'SHA256' or any other hash supported by Crypt::Digest
# $padding ... '‘pss' (DEFAULT) or 'v1.5' or 'none' (INSECURE)
# $saltlen (only for pss) .. DEFAULT is 12
rsa_verify_message
Verify RSA signature. See method "verify_message" below.
rsa_verify_message($pub_key filename, $signature, $message) or die "ERROR";
#or
rsa_verify_message(\$buffer_containing_pub_key, $signature, $message) or die "ERROR";
#or
rsa_verify_message($pub_key, $signature, $message, $hash_name) or die "ERROR";
#or
rsa_verify_message($pub_key, $signature, $message, $hash_name, $padding) or die "ERROR";
#or
rsa_verify_message($pub_key, $signature, $message, $hash_name, 'pss’, $saltlen) or die "ERROR";
# $hash_name ............... 'SHA1' (DEFAULT), 'SHA256' or any other hash supported by Crypt::Digest
# $padding ........oc...... '‘pss' (DEFAULT) or 'v1.5' or 'none' (INSECURE)
# $saltlen (only for pss) .. DEFAULT is 12
rsa_sign_hash
Generate RSA signature. See method "sign_hash" below.
my $sig = rsa_sign_hash($priv_key filename, $message hash);
#or
my $sig = rsa_sign_hash(\$buffer_containing_priv_key, $message hash);
#or
my $sig = rsa_sign_hash($priv_key, $message hash, $hash_name);
#or
my $sig = rsa_sign_hash($priv_key, $message_hash, $hash_name, $padding);
#or
my $sig = rsa_sign_hash($priv_key, $message_hash, $hash_name, 'pss', $saltlen);
# $hash_name ............... 'SHA1' (DEFAULT), 'SHA256' or any other hash supported by Crypt::Digest
# $padding .......cccne. '‘pss' (DEFAULT) or 'v1.5' or 'none' (INSECURE)
# $saltlen (only for pss) .. DEFAULT is 12
rsa_verify_hash
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rsa_verify_hash($pub_key_filename, $signature, $message_hash) or die "ERROR";
#or
rsa_verify_hash(\$buffer_containing_pub_key, $signature, $message_hash) or die "ERROR";
#or
rsa_verify _hash($pub_key, $signature, $message_hash, $hash_name) or die "ERROR";
#or
rsa_verify_hash($pub_key, $signature, $message_hash, $hash_name, $padding) or die "ERROR";
#or
rsa_verify _hash($pub_key, $signature, $message_hash, $hash_name, 'pss', $saltlen) or die "ERROR";
# $hash_name ............... 'SHAL' (DEFAULT), 'SHA256' or any other hash supported by Crypt::Digest
# $padding .....oeeennnee 'pss' (DEFAULT) or 'v1.5' or 'none' (INSECURE)
# $saltlen (only for pss) .. DEFAULT is 12
OpenSSL interoperability
#i## let's have:
# RSA private key in PEM format - rsakey.priv.pem
# RSA public key in PEM format - rsakey.pub.pem
# data file to be signed or encrypted - input.data
Encrypt by OpenSSL, decrypt by Crypt::PK::RSA
Create encrypted file (from commandline):
openssl rsautl -encrypt -inkey rsakey.pub.pem -pubin -out input.encrypted.rsa -in input.data
Decrypt file (Perl code):
use Crypt::PK::RSA;
use Crypt::Misc 'read_rawfile';
my $pkrsa = Crypt::PK::RSA->new("rsakey.priv.pem");
my $encfile = read_rawfile("input.encrypted.rsa");
my $plaintext = $pkrsa->decrypt($encfile, 'v1.5";
print $plaintext;
Encrypt by Crypt::PK::RSA, decrypt by OpenSSL
Create encrypted file (Perl code):
use Crypt::PK::RSA;
use Crypt::Misc 'write_rawfile'’;
my $plaintext = 'secret message’;
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my $encrypted = $pkrsa->encrypt($plaintext, 'v1.5";
write_rawfile("input.encrypted.rsa”, $encrypted);
Decrypt file (from commandline):
openssl rsautl -decrypt -inkey rsakey.priv.pem -in input.encrypted.rsa
Sign by OpenSSL, verify by Crypt::PK::RSA
Create signature (from commandline):
openssl| dgst -shal -sign rsakey.priv.pem -out input.shal-rsa.sig input.data
Verify signature (Perl code):
use Crypt::PK::RSA;
use Crypt::Digest 'digest_file';
use Crypt::Misc 'read_rawfile’;
my $pkrsa = Crypt::PK::RSA->new("rsakey.pub.pem");
my $signature = read_rawfile("input.shal-rsa.sig");
my $valid = $pkrsa->verify _hash($signature, digest_file("SHA1", "input.data"), "SHA1", "v1.5");
print $valid ? "SUCCESS" : "FAILURE";
Sign by Crypt::PK::RSA, verify by OpenSSL
Create signature (Perl code):
use Crypt::PK::RSA;
use Crypt::Digest 'digest_file';
use Crypt::Misc ‘write_rawfile';
my $pkrsa = Crypt::PK::RSA->new("rsakey.priv.pem");
my $signature = $pkrsa->sign_hash(digest_file("SHA1", "input.data"), "SHA1", "v1.5");
write_rawfile(“input.shal-rsa.sig", $signature);
Verify signature (from commandline):
openssl dgst -shal -verify rsakey.pub.pem -signature input.shal-rsa.sig input.data
Keys generated by Crypt::PK::RSA
Generate keys (Perl code):
use Crypt::PK::RSA;
use Crypt::Misc ‘write_rawfile';
my $pkrsa = Crypt::PK::RSA->new;
$pkrsa->generate_key(256, 65537);
write_rawfile("rsakey.pub.der”, $pkrsa->export_key_der(‘public");
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write_rawfile("rsakey.pub.pem"”, $pkrsa->export_key_pem(‘public_x509");
write_rawfile("rsakey.priv.pem", $pkrsa->export_key pem('private"));
write_rawfile("rsakey-passwd.priv.pem"”, $pkrsa->export_key_pem('private’, 'secret));
Use keys by OpenSSL.:
openssl rsa -in rsakey.priv.der -text -inform der
openssl rsa -in rsakey.priv.pem -text
openssl rsa -in rsakey-passwd.priv.pem -text -inform pem -passin pass:secret
openssl rsa -in rsakey.pub.der -pubin -text -inform der
openssl rsa -in rsakey.pub.pem -pubin -text
Keys generated by OpenSSL

Generate keys:
openssl genrsa -out rsakey.priv.pem 1024
openssl rsa -in rsakey.priv.pem -out rsakey.priv.der -outform der
openssl rsa -in rsakey.priv.pem -out rsakey.pub.pem -pubout
openssl rsa -in rsakey.priv.pem -out rsakey.pub.der -outform der -pubout
openssl rsa -in rsakey.priv.pem -passout pass:secret -des3 -out rsakey-passwd.priv.pem
Load keys (Perl code):
use Crypt::PK::RSA;
my $pkrsa = Crypt::PK::RSA->new;
$pkrsa->import_key("rsakey.pub.der");
$pkrsa->import_key("rsakey.priv.der");
$pkrsa->import_key("rsakey.pub.pem");
$pkrsa->import_key("rsakey.priv.pem");
$pkrsa->import_key("rsakey-passwd.priv.pem", "secret");

SEE ALSO
? <https://en.wikipedia.org/wiki/RSA_%28algorithm%29>
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