L N N hello.asm
push rbp

mov rbp, rsp
pop rbp

ret
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nasm -f elf64

rsp, push and pop, call and ret, return addresses and stack frames



What Is the Stack?

Stack

Ox7ffe..f8: 42 (pushed first)

Ox7ffe..f0: 7

Ox7ffe..e8: 99 « rsp (top)

J

ASSEMBLY LANGUAGE - 7

.

Heap

{?wer addresses } [ree stack spac%

N\

the stack grows toward lower addresses
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The stack is a region of memory used

last in, first out. rsp, the stack pointer,
always ...

On x86 the stack grows downward:
pushing makes rsp smaller, and
popping makes it bigger.
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push and pop

push subtracts eight from rsp and
writes a value there. pop reads the
value atrspinto a ...
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L N stack.asm

push rbx ; save rbx ° g

v i Use them to save registers you need to
; ... use rbx and rl2 freely ... keep, and always pop in the reverse

pop rl2 ; restore in reverse order

pop rbx order you pushed.

; push rax == sub rsp, 8 / mov [rsp], rax

; pop rax == mov rax, [rsp] / add rsp, 8
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call and ret

call square — push return address
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* square: — imul rdi, rdi

°* ret — pop address, jump

call square square: ret back in caller
—> —>

push return address imul rdi, rdi pop address, jump next instruction
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Stack Frames

* Each function call gets its own stack
frame for local variables and saved
registers. The ...
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[ N ] frame.asm
my func: . . .
push rbp  prologue * The epilogue undoes it. Local variables
mov rbp, rsp o .
sub rsp, 16 ; room for 2 locals ||Ve at negahve OffsetS from rbp
mov gword [rbp-8], O ; local a
mov gword [rbp-16], 5 ; local b
r;w\./”rsp, rbp ; epilogue
pop rbp
ret
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Stack Bugs

$ ./broken

Segmentation fault (core dumped)

$ gdb ./broken

(gdb) run

Program received signal SIGSEGV

Ox0000000000000000 in ?7? () « ret jumped to address 0

terminal
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ASSEMBLY LANGUAGE - 7 If pUSheS and pops do nOt matCh’ ret
jumps to the wrong address and the
program crashes. ...

Writing past a local buffer can
overwrite the return address. This is
the classic buffer ...
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Lesson Map

1

What Is the Stack?

K

call and ret

5

Stack Bugs

2

push and pop
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Stack Frames



Sources and Further Readiling
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Stack Heap

Ox7ffe.f8: 42 (pushed first)
ox7ffe.fo: 7
6x7ffe.e8: 99 « rsp (top)

the stack grows toward lower addresses
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call square square: ret back in caller
e =
push return address imul rdi, rdi dd) jump i i
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Thank you for watching
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