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Rust - C - C++
Python - R

Which One,
When & Why?

speed - safety - ease - libraries

70% OF BUGS = MEMORY
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There Is No Best Language

* Speed - safety - ease - libraries

* No language wins on everything

- * Pick the tool that fits the job

@‘@

which tool fits this job?
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C: Close to the Machine

* 1972 pointers - tiny and fast - runs

— everywhere
strcpy(buf, user input); /* overflow! */
int *p = malloc(100); free(p); free(p); /* double free */ °
c /* the programmer must get it right */ Manual memory 9 CI‘aSheS and

security holes

1972 - pointers - tiny - fast

* Kernels, embedded, drivers, small
manual memory — crashes and security holes |ibra rieS

[ OS kernels ] [ embedded devices J [ drivers ] [ fast small libraries J
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C++: Speed with Structure

* Classes, templates, STL at C speed

auto acct = std::make unique<Account>(); . _
std::vector<int> v{3, 1, 2}; * Modern C++ + smart pointers = safer,
std::sort(v.begin(), v.end());
c++ // memory freed automatically bUt Iarge
* Games, browsers, trading, Al/scientific

C speed + structure

cores

modern C++: safer, but a large language

[ game engines ] [ browsers } [ trading systems ] [ Al / science cores J
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Rust: Fast and Memory-Safe

®* 2006 Graydon Hoare - Mozilla- 1.0 in

let s = String::from("salaam"); May 2015
let t = s; // ownership moves to t
Rust PN EEEE= ot .
error[E@382]: borrow of moved value: 's’ * Ownership + borrow checker: safe, no

// caught at compile time, not in production

GC, C-like speed

2006 Graydon Hoare - Mozilla

1.0: May 2015
)

* ~70% of serious bugs are memory-
safety bugs (Microsoft, Google) - Linux
kernel since 2022

C Windows > ( Android )
( cloud services ) C_inux kernel (2022))

of serious bugs: memory safety (Microsoft, Google)
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Rust's Price

Steep learning curve

* Long compile times
fighting the borrow checker

long compile times Whole classes of bugs eliminated

whole classes of bugs: gone

most admired languagc, years in a row

StCCp ]carning curve

05

MyWebUniversity.com - @MyWebUniversity



Python: Clarity and Libraries

* Clarity over raw speed

4 D
import numpy, pandas, torch *  NumPy, pandas, PyTorch:
Python e ‘. C/C++/Fortran (and Rust) inside
clarity over raw speed ( C ][ C++ ](Fortran]( Rust ] * Automation, data, ML, web, teaching
< y
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R: The Statistician's Language

* Early 1990s: Ross Ihaka & Robert
Gentleman (Auckland)

library(ggplot2)
ggplot(mpg, aes(displ, hwy, colour = class)) +
geon_point() * Based on S (Bell Labs) - statistics +
graphics
Ross Thaka - Robert Gentleman
Auckland - early 1990s - from S L] ggplotz . ﬁdyverse . 20’OOO+ CRAN
packages

20,000+ CRAN p:lcl\'ngcs

statistics - biology - economics
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Side by Side

(¢ JUex J{rust J(mman](_r ]

speed SGEEE EEEE0 NEEEE B8 BE
memory safety O nE S6888 888 a8
ease of learning (] ] ] [ | [ SEEE8 BRER

Python and R get fast by calling compiled libraries
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* Speed: C = C++ = Rust > Python, R

Memory safety: Rust, Python, R by
default

®* Ease: Python >R > C > C++, Rust
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In the Cloud

$ - kWh

prototype measure

Python profiler

optimize hot paths

Rust - C++ - Go

data teams: cxp]orc in R or l’ython notebooks

MyWebUniversity.com - @MyWebUniversity

Cloud: speed and memory = money

Prototype in Python, optimize hot
paths in Rust/C++/Go

* Explore in R/Python notebooks
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Learn Two Kinds

* Know one high-level language (Python

Learn two kinds of languages or R)

* Know one systems language (C, C++ or
4 N ) RUSt)

high—level: productivity systems: performance

* ldeas transfer: memory, types,

@ [ C ]( Cit J [Rust] algorithms

memory - tprS g algorithms — every language gCtS easier
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Timeline: 1972 to 2022

1972

1985

C++

K

2015

Rust 1.0

1976

S (Bell Labs)

MyWebUniversity.com - @MyWebUniversity

1991

Python

2006

Rust begins

\

2022

Rust in Linux 6.1
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Sources and Further Readiling

1. The Rust Programming Language (“The Book”) — doc.rust-lang.org/book

2. Microsoft Security Response Center, “A proactive approach to more secure code” (2019) -

Chromium memory-safety statistics
3. Linux 6.1 release notes (initial Rust support), December 2022

4. R Project — r-project.org - Ihaka & Gentleman, “R: A Language for Data Analysis and
Graphics” (1996)

5. CISA, “The Case for Memory Safe Roadmaps” (2023)
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Thank you for watching

MyWebUniversity.com

Free technical education since 2000 — English and Dari

@MyWebUniversity - @MyWebUniversity-Dari
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