=
[ N N ) ssh admin@web01

Ls
ssh
awk
grep
Zzsh
Fish

@MyWebUniversity

-1

sh - ¢csh - ksh

$

bash - zsh - fish

the story of shells & secure logins

TELNET — SSH > 1995



p
o000 user@server: ~

$ echo $SHELL

/bin/bash

$ ssh admin@web01

admin@web0l:~$ uptime
12:07 up 41 days

admin@web0l:~$

A MYWEBUNIVERSITY STORY

$ ssh

Shells and SSH

From sh to zsh, and Secure Logins

sh - csh - ksh - bash + zsh - fish



What Is a Shell?

you - commands Q SCI'iptS

shell

]’1 a l‘d\’\'ﬂ e

MyWebUniversity.com - @MyWebUniversity

(. ( X J backup.sh

#!/bin/bash
for f in *.log; do

gzip Il$fll
done
echo "done"

a shell script = saved commands

COI’l'llTllll’ld intcrprctcr 4 programming lzmguagc

* Kernel = core - shell = the layer you
talk to

* Command interpreter + programming
language

Shell scripts automate repeated work

01



Thompson Shell to Bourne Shell

* 1971: Thompson shell: pipes and

redirection
sh sh * 1979: Bourne shell (sh), Stephen
1971 1979 Bou rne
Ken Thompson Stephen Bourne - Bell Labs
pipes | and redirection > variables - loops - if C #!/bin/sh: Variables, |OOpS’ if
(000 hello. sh

#!/bin/sh
name="world"
if [ -n "$name" ]; then echo "hello, $name"; fi

02
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The C Shell and tcsh

* . 1978: Cshell (csh), Bill Joy, Berkeley

* History, aliases, job control
csh tcsh
L wre | 1980s * tcsh: line editing, tab completion
| AO.\" ], L C(‘_\' me ed lllllg~l‘:”
(eoe csh ) (eoe® tesh )
% history > cd /us<TAB>
1 1s -1 > cd /usr/
2 cd /var/log
% 12 if ($x > 1) then
% alias 1l "ls -1" echo "C-like"
% jobs; fg %1 endif

03
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The Korn Shell

* 1983: Korn shell (ksh), David Korn, Bell

Labs

ksh

1983 * Bourne-compatible + C shell ideas +
David Korn - Bell Labs a rrays

* Standard on AlX/Solaris; shaped POSIX

< Bourne sh > ( + C shell ideas ) ( + arrays - math ) Sh

"o ] (e ) [ ) [

04
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Bash: the Bourne Again Shell

* 1989: bash, Brian Fox, GNU project

( ) . = \ *  “Bourne Again SHell” - maintained by
t Debi
ba S h & Ubuntu I ebian | Chet Ramey
( N ( ) . . ] ] .
B-ourne A-gain SH-ell Fedora RHEL Default on most Linux distributions
1989 - Brian Fox - GNU e N ~
maintained l’)}' Chet Ramey Roc ky Mint
. J
default shell on most Linux distributions
[ N N J bash

$ echo $BASH VERSION
5.2.x(1) -release

05
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zsh and fish

[ X N ] zsh — mac0S

» ~ git sta<TAB>
status stash

» ~ cd ~/pro/my

> myapp git:(main)

(N N J fish

~> git commit -m "fix"
~> git pu

(suggestion as you type)

zsh - 1990 - Paul Falstad

macOS default since 2019

fish - 2005 - friendly interactive shell

scripts are not sh-compatible

( type in any shell - write portable scripts in sh or bash >

MyWebUniversity.com - @MyWebUniversity

* 1990: zsh (Paul Falstad) - macOS

default since 2019

* 2005: fish, the friendly interactive shell

06

Type in any shell; script in sh/bash



The Danger of Telnet

telnet - rlogin - rsh sent passwords in

plain text
. * 1995: password-sniffing attack in
[ password: hunter2 ] o Helsinki
““"“"“"? _______________ . * Tatu Ylonen sets out to fix it

anyonc on thC IlCtW()I'k can I‘C:ld it

telnet - rlogin - rsh

1995 - Helsinki University ofTechnology - Tatu Yl6nen

0y
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SSH: the Secure Shell

= a7f3 9cle 04bd e85a 2f6c .. (encrypted)

_ SSH 1995 (Tatu Yl6nen) - OpenSSH 1999 (OpenBSD)

sftp> put backup.tar.gz

SO —
sshd :22
[ X N J ssh - scp - sftp
$ ssh admin@web01 # secure login
$ scp report.pdf admin@web0l1:/tmp/ # copy a file
$ sftp admin@web01 # SSH file transfer

MyWebUniversity.com - @MyWebUniversity

SSH: encryption, server identity, key
login

* 1999: OpenSSH (OpenBSD project)

sshd on port 22 - scp - sftp (internal
sftp server)

08
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Securing SSH

ssh-keygen -t ed25519 - ssh-copy-id

o000 your laptop

$ ssh-keygen -t ed25519

Your public key: ~/.ssh/id_ed25519.pub
$ ssh-copy-id admin@web01

$ ssh admin@web01 # no password

[ X X J /etc/ssh/sshd_config

PasswordAuthentication no
PermitRootLogin no
AllowUsers admin deploy

$ sudo systemctl reload sshd

PasswordAuthentication no -
PermitRootLogin no

Patch OpenSSH (e.g. regreSSHion, CVE-

2024-6387)
T )
Keep OpenSSH updated
2024: regreSSHion (CVE-2024-6387) in sshd
$ sudo apt update && sudo apt upgrade openssh-server
\_ J

MyWebUniversity.com - @MyWebUniversity
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Master the Command Line

The shell: fastest way to control a

) computer
Master the command line P

SSH: how professionals reach servers
Daily tools for sysadmins, DevOps and
sh csh ksh bash zsh ssh fish cloud
1971/79 1978 1983 1989 1990 1995 2005

sysadmins - DevOps - cloud engineers

bash scripting + SSH kcys = daily tools

10
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Timeline: 1971 to 2024

1971 1979 1989 1995 2005 2024

Thompson shell Bourne sh bash SSH fish regreSSHion patched

1978 1983 1990 1999 2019

csh ksh zsh OpenSSH zsh on macOS

MyWebUniversity.com - @MyWebUniversity 13



Sources and Further Reading

1. Stephen Bourne, “An Introduction to the UNIX Shell” (Bell Labs, 1978)

sh sh
2. GNU Bash Reference Manual — gnu.org/software/bash { ]_'[ ]
3. Tatu YI6nen, SSH history — ssh.com/academy/ssh/history
4. OpenSSH project — openssh.com - Qualys, regreSSHion (CVE-2024-6387), July 2024 G A

5. Apple, “Use zsh as the default shell on your Mac” — support.apple.com

$ ssh-keygen -t ed25519
Your public key: ~/.ssh/id_ed25519.pub
$ ssh-copy-id admin@web0l

$

Keep OpenSSH updated
2024: regreSSHion (CVE-2024-6387) in sshd

$ sudo apt update & sudo apt upgrade openssh-server
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Thank you for watching

MyWebUniversity.com

Free technical education since 2000 — English and Dari

@MyWebUniversity - @MyWebUniversity-Dari
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