2 R

o T
L e g cual

v Explorer g o Lo
&

v ol g Wleaais !

dﬂls U”)gs r Command Prompt v ;

v winget g PowerShell

~

W

\_ S
A9y U (gdino - gy Y v Wloas g o process
OBl 6)3 9 S ! Vv aSub g oS

v 2bjb 9 el
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Au.a,)\
L L .
Win Win

winget g PowerShell Command Prompt

@MyWebUniversity-Dari 33,5 3L | aos

Command Prompt .5

@MyWebUniversity-Dari 33,5 3L | aos

winget ; PowerShell .7

.
Win
Registry - WSL -
Hyper-V

Win
il 9 JSiine 29

@MyWebUniversity-Dari 33,5 3L | aos @MyWebUniversity-Dari 33,5 3L | aos

b g S g8, Y Registry. Group :ais sy .\ \
5 Policy. Task Scheduler. WSL

Hyper-V

pr\
L eee
Win

Win + R~ control
UAC: read every prompt

UAC 5 olyts

@MyWebUniversity-Dari 33,5 3L | aos

4 Settings. Control Panel .¢
S Gl

)

L wee
Win

# Real-time protection

+ 3:2-1 backups
Windows <ol

@MyWebUniversity-Dari 33,5 3L | aos

Windows il .\

Win .

G™)

View = Show ~

o
File name extensions <

File Explorer

@MyWebUniversity-Dari 13,8 3L | aos

la Js6 4 desktop. File Explorer .Y

Win

Windows > aSuis

@MyWebUniversity-Dari 13,8 3L | aos

Windows s aSys .4

099 U2l ey Y

(o)
L ey
Win T

- bootable USB
: ~ Custom install
Windows 11 cuai

@MyWebUniversity-Dari 33,5 3L | aos

Windows 11 (sjlusslel g camas ¥

A u.a,)\
: =
Win

DISKPART> select disk 1
check the size first!

BitLocker g Suud>

@MyWebUniversity-Dari 33,5 3L | aos

alisl> 4 Lo partition ey .A

L wee
Win

Windows 11 Pro 24H2

3l hgs Windows ay

@MyWebUniversity-Dari 33,5 3L | aos

el ig> Windows 4 .\

Vu.a,)\
L ey
Win e

- Startup apps
- Disable
Task Manager

@MyWebUniversity-Dari 33,5 3L | aos

s Task Manager. process .v
Event Viewer , l» service
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Windows Jwle el

\ L,.UJ.)

3wl yugs> Windows ay

Windows 11 glagdiojls g dasuus o edition (Windows sligS dzes )l

wilnver



ol (SIS — s
Word: Chrome — la|

. Windows — kernel. driver

WINDOWS 0S -1

\S.ul.l'_.’l «RAM (CPU

Windows

> driver <kernel

ol Loy
Chrome «Word i wSals
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NIR St

oSG Olgie as VAA0 JLe s Windows 1.0
Windows 95 ...l MS-DOS I Syl 8

WINDOWS 0S -1

.ootart s &y i s Juw

u_,w ..u.\J)M Cty 11 5 Windows 7. 10 MS-DOS (sly Susl)S shell Windows 1.0 1985
B ﬁLou LIRR A )Jj.\S‘ o WindOWS 10 taskbar (Start ggi0 Windows 95 11995

.. Windows 11 aa gl NT g9i kernel Windows XP 2001

uigpw Ylgie a4y Windows Windows 10 2015

¢ 2sb «TPM 2.0 Windows 11 2021
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la edition

s sslak] — HOmMe

WINDOWS 0S -1

Pro — BitLocker. RDP. domain

“S/J}-.’ slagle e — Enterprise ( S’ . = i

Home Pro Enterprise
asub d5laiwl domain «RDP «BitLocker Sy sloglojlw
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Windows 11 slesuie ;b

SbS ez catan g3 b 35,6868 S S8l
. cxas (RAM

WINDOWS 0S -1

Sl Uy

suw B aiS ) >l ), PC Health Check _ il O ity
o b el L_sbm D‘glomfyu.os 4 GB RAM

64 GB akil>

UEFI + Secure Boot Firmware

2.0 A TPM
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winver (uas s 1, R g Windows IS
edition s =y Su . | ENter g cussio
PSR

sde a |, (men Settings. System. About
oosS (R 3 ase Olad bas RAM g g
e g2

Teyls |, Windows @lasS

WINDOWS 0S -1

[ N terminal

Win + R - winver
Microsoft Windows
Version 24H2 (0S Build 26100.2033)

Windows 11 Pro

C:\> systeminfo | findstr /B /C:"0S Name" /C:"0S Version"
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Windows Jwle el

Y U.UJ.)

10

wilnver

Windows (gjlweslel g wuaj
11

> lw)jgya g o driver (gjlwed Microsoft ply ;5 Ll Clus «SU Cuai «gs (Jo6 USB



10

Media Creation Tool — s4bls
o B — USB = 8 GB
F12 - F11 - ESC — &g (59

WINDOWS OS - 2

o disla, (15

Setup

Windows «uai

s
F12 - F11 - Esc

USB > 8 GB Bl Selil>
wey Jil8 Media Creation Tool
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L el o, g (ggie 5 038 (g, 0 Lgs | jS5ameS
- ,USB = (S 5L (Escape L F12, F11

|, Sess (S okl |, Custom install

.

|, e Setup partition 1 1i& g asS lxl

11

P

Y.o¥

WINDOWS OS - 2

RV

Wy slod

01 9)))

ool g el

WinRE gla,ll
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o partition g &g

ojll

100 MB

16 MB

~700 MB

partition

EFI System
MSR

Windows (C:)

Recovery
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out-of- & = Windows (s L L ;) i

¢ wlaalais Microsoft account <
local S, .58« pl&aa |,0neDrive
- (e (59, lais @account

Y.o¥

12

WINDOWS OS - 2

Jo) b sjlusslel

7

local account

PC ol hag e
2WT 59)9 gy

NgilpV p> 2l

Microsoft account
oKiwd g pKas
Store (OneDrive

oWl password (sLjL -
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.. digital license <G L | Sag5 55 (sla 5gaaaS

Settings. System. Activation s |, !

;1L license wls = simgr ol 6 0SS e 0

13

e Olo o >

syl las

WINDOWS OS - 2

o000
C:\> slmgr /xpr
The machine is permanently activated.

terminal

C:\> slmgr /dli
Name: Windows(R), Professional edition
License Status: Licensed
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ls S5 + cuiel — Windows Update

WINDOWS OS - 2

Device Manager — devmgmt.msc

GPU , chipset ¢l driver — su;Ll ol i N ( N ( ]
Windows Update Device Manager 0355w Cylw
Lo Sivg + Casiel devmgmt.msc GPU g chipset (gl driver
. J \ J | J
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Windows Jwle el

W (J'“Jb

10

wilnver

g File Explorer «desktop
Lo Jolo

> ylo 9 NTFS > extension o (dgal)> (File Explorer (taskbar (Start (ggio



desktop 4 Start. taskbar

dos da3 o 6> g WS o 5L | el Start g
« L, Windows IS Liss 168 gxis | u

WINDOWS OS - 3

9, uz e e LS 1 les 2y Snap layouts i solee
saudS g WIindows L (o maximize éeSs gk (Start o3, U Win
File Explorer Win + E

desktop 313 ol Win + D

o)y gXlumz Win + « / -

ol paugsi Alt + Tab
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E s M o Windows i, (File Explorer
- aied sl psd LSS e sy e | Lo sl 5 ol

5 View. Show: File name extensions
2y £ 90 s S (g, |, Hidden items

17

File Explorer

WINDOWS OS - 3

o000 terminal
(GHAN

F— Program Files\ 64-bit apps

F— Program Files (x86)\ 32-bit apps

— Users\

L— Mariam\

— Desktop\ Documents\ Downloads\
L— AppData\ hidden app settings

|
L— windows\ the operating system
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C:\Users\Mariam\ — _Jxo e

WINDOWS OS - 3

Documents
.\Pictures — . j P " L
UNC) — \\server\share) aS.
Aoy — UNC)) aSuis
C:\Users\Mariam\Documents ..\Pictures \\server\share
. J . J . J
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5) el Windows Lol (L6 el NTES
5 5 )lwos 438 ¢ o i85, Lo pErMIsSSiON
e s sla L

S i s 08 g Windows.: macOS

G

19

exXFAT ¢ NTFS: FAT32 : Ll Gl piun

WINDOWS OS - 3

Sl e J2B 02555 Pt

Windows glogal)> 16 TB+ NTFS

o8 gloalKiws 4 GB FAT32

SD ks (USB S)i o> exFAT

Storage Spaces s server S)i s ReFS
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s ssle 9 Recycle Bin (i) . IS

Ctr|+V 9 Q)SLS“ Ctr|+X ‘.\.\Su& L,»lS CtI‘|+C
Recycle Bin a |, la L (s S 8> .l o

WINDOWS OS - 3

Jos PRV

0 oS il Sz Sud e K shorteut S Nz | Uinh [ S it e
.L.\.\Sg_i.\lSw\)uSw o)L’;s‘ JROPY: bﬁbg”.u_gq uil3,5y Ctrl + Z
) U sl F2

Aiyes (gly B3> Shift + Delete

o3 jalgd Ctrl + Shift + N
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Windows Jwle el
E )

g Control Panel (Settings
25 ool

Ol Cuyde g (UAC cadministrator ply > (g3le )18 (Control Panel (Settings il

10

wilnver



Settings ol

adasl> (Jas ¢ mlas — System

WINDOWS OS - 4

startup ceuscaas — APpPS

55,9 « ) p,8 — Accounts ( \ ( " I

System Apps Accounts

alhdls> o cmw startup 0wy 29,9 .UI);,lS
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sbeaig;€ sl jse SawdS Control Panel
.. RUN z> s |, control .o sgg0 5 souid

4580 3 A b ks | o) lavasii
Aaol&iws (ol y devmgmt.msc
- ) p diskmgmt.msc

23

WINDOWS OS - 4

NS0 jb

Control Panel
Device Manager

Disk Management
Services

Computer Management

asSu gl adapter

Jele @iun Windows — IS . 5$ - MyWebUniversity.com -

MMC Ll ) ¢ Control Panel

Run (Win + R)

control

devmgmt.msc

diskmgmt.msc

services.msc

compmgmt.msc

ncpa.cpl
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administrator oy o Gole 4,8

358 osliit] bl ) wilsie standard 8 Sy
k_§4 - Yo ,ﬁjg”’, ‘) S u\ ] 5

WINDOWS OS - 4

4 ' 4 \
. . administrat (1
standard ol g_§_.)\ 90 B Ubgy (R AR inistrator standard j,
0o k;ll.cu.‘o‘ u.m‘ ﬁ)y Ls:x.ég L}é 9 ;A.é.:\s 03[.6_:.\»‘ Jljélf’)"’“.“‘ﬁ' ol gh=l -«
i ilagdhid i s U395 Wlawlaii g Lo Juld «
3505 gl Cupse - sigwel diljg, 85lasiuwl «
. J . J
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25

admin s> — walg o o
ool UAC — desktop aly

Yes / NO — u u8 e paoai los

WINDOWS 0S - 4

User Account Control

aisb L)l
Gl Gao hidd

)80 puaauas Lo Bl UAC ply Ll ol 0
Yes / No ol desktop admin §gé=>

pra—
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administrator. net ;gi> L terminal < s
o G duuu} 9 .\.\Sw s 408 b Lm_tt....? user

s New-LocalUser lask 5 PowerShell
3,05 | ,Add-LocalGroupMember
- J)pllusrmgr.msc

26

Olo s b3 51 S iy paae

C:\> net user

Administrator DefaultAccount Guest Mariam
C:\> net user Ahmad * /add

Type a password for the user:

C:\> net localgroup Administrators Ahmad /add

PS C:\> Get-LocalUser | Select-Object Name, Enabled

terminal
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MyWebUniversity jl o&al) ow)9S o

Windows Jwle el

[AY L).UJ.)

Command Prompt

wilnver

batch sl o8 g o pipe robocopy «Jsl8 gloyleys «wuS,> Windows Terminal «cmd



Windows Terminal

batch sl 1L (oS — cmd

WINDOWS OS - 5

Ugwlegil (L PowerShell — object

N\
WV,
~
J
N\
J

Windows 5, Sed WSL — bash

cmd PowerShell WSL
batch gl Juld «Sawls wowlogil (b object Windows (g9 yuSgid bash
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O ,S S >

JF&JQBJ@Yb@cﬁ‘&CdBcMQM

G0N0 0 g ciga JolS lapl B asas lué |, Tab .c.:u — . t terminal
. .o . o . q :\Users\Mariam> cd Documents
. dxio CIS P g )‘)Sq U‘L\g duul@)s C:\Users\Mariam\Documents> dir /w

Volume in drive C is Windows
notes.txt report.docx [Projects]
C:\Users\Mariam\Documents> cd .
C:\Users\Mariam> D:

D:\>

WINDOWS OS - 5

29 Jols s Windows — oIS . 5 - MyWebUniversity.com - @MyWebUniversity-Dari



Je6 slagle

la L move 4 copy sl o g8 S mkdir

WINDOWS OS - 5

o e 1S e a1 Gite 16 S, type . o
i | of SaS 6 a8 aslel 2 Ole o R
BB S s copy a.txt b.txt

Lo ol sl move *.jpg Photos

QU s ren old.txt new.txt

ool s del *.tmp

g8 > Bis rmdir /s Old
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backup sl robocopy

11 crobust file copy = (robocopy
dols) lallas ) amy ol Lo g8 S 6l (gled >

WINDOWS OS - 5

Jols (158 e ai] linds |, ,ulg8 S, IMIR
. . x C:\> robocopy C:\Users\Mariam\Documents E:\Backup\Documents /E /Z /R:2 /W:5 /LOG:backup.log
Total Copied Skipped Mismatch FAILED Extras
Dirs : 14 2 112 0 0 0
Files : 320 18 302 0 0 0
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batch .l sl 4 L redirection. pipe

53 thamgise (B Soa ), 2g 5 58 ede

Sa > PIPE 5 (S s adlal 585 e
e b B asSe 3 bat ol G s, lagle b Seele) Gl

set SRC=%USERPROFILE%\Documents

set DST=E:\Backup\%DATE:~-4%

echo Backing up %SRC% ...

robocopy "%SRCS%" "%DST%" /E /R:2 /W:5 > "%DST%.log"

ipconfig | findstr IPv4 >> "%DST%.log"
echo Done.

e g Loy IVe' IS )‘ L§)&&la LS[H .A}9$3‘)Q>‘

32
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Windows Jwle el

b3 'J'”J"

winget g PowerShell

wilnver

winget L ool cual g «Get-Help «a object (Windows ly)1S (sl PowerShell uluwl



‘PowerShell | =

sixeb cmdlet 5 [PowerShell glayls
Get- i Verb-Noun &) 5) cigs o

WINDOWS OS - 6

... g Process S o
ssle (e s> «o cmd. PowerShell LY o object « ke L29y5 ¢
09.\.’ b PYCENY .Lu‘}:w U ;J..\.\»)S(_’e ObJeCt * Get-Process chrome | Stop-Process - tasklist | findstr chrome
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laole 3 93,5 Jagy

ol L ab L1, Get-Command. cmdlet
LSSQ‘)‘ngzg (EXP Syles (BEﬂFfiEﬂ[).AASL,e‘Aég

WINDOWS OS - 6

terminal
ulse & |, Update-Help ,L < PS C:\> Get-Command -Noun Service
sebils Jol§ lisus b 1S | ) administrator CommandType Name Source
X Cmdlet Get-Service Microsoft.PowerShell.Management
e Cmdlet Restart-Service Microsoft.PowerShell.Management

PS C:\> Get-Help Get-Service -Examples
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WIindows & 4059, usle IS

ol | eleaw 0l 3> Get-Computerinfo
e g cb kjv.u,gb 3‘)] LSL&S GEt-VOlume RERP

WINDOWS OS - 6

Select- 4 Sort-Object. Where-Object «
sls a¥ oS 1, ol s b5 wsS Object. pipe

PS C:\> Get-Volume | Select-Object DrivelLetter, FileSystem, SizeRemaining
DriveLetter FileSystem SizeRemaining
C NTFS 182.4 GB

PS C:\> Get-Process | Sort-Object CPU -Descending | Select-Object -First 3
PS C:\> Get-Service | Where-Object Status -eq 'Stopped’

7.+V

36 Jols s Windows — oIS . 5 - MyWebUniversity.com - @MyWebUniversity-Dari



SlBle 5 dies sae Winget:

i g 5 ) cnai Ol g bx ) |, lacl winget
Windows 11 =l Linux. ;s apt Jse (68 e

WINDOWS OS - 6

99494 = ‘) - Jr winget upgrade --all PS C:\> winget search vscode

. . ) . Name Id Version
_\_,\Sw 2978 po ‘)“S"JS l’z’;’&l‘“ oS “L*SOA Visual Studio Code Microsoft.VisualStudioCode 1.95.2
PS C:\> winget install Microsoft.VisualStudioCode
PS C:\> winget upgrade --all
PS C:\> winget export -o apps.json

terminal

# move your apps to a new PC
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38

s Windows, script 8 s sb a
Set- .S o s90me |, POWerShell
... ExecutionPolicy

w s ls p Y 8 S (X8 Lass |, PowerShell
S ;L administrator (lgie

la SCript (el ) 2

WINDOWS OS - 6

PS C:\> Get-ExecutionPolicy

Restricted

PS C:\> Set-ExecutionPolicy RemoteSigned -Scope CurrentUser
PS C:\> .\cleanup.psl

Removed 412 temp files (1.3 GB)

terminal
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Windows Jwle el

\'4 L).UJ.)

10

wilnver

«l> process (Task Manager
Event Viewer g o service

3laug, s log (yailgs ¢ o service (Resource Monitor «startup glawl «Task Manager



Task Manager

Task U wuas lss | Escape 4 Control. Shift
CPU ssla) Processes .s4: ;L Manager

WINDOWS OS - 7

slyp tab

g9 s lad )65 slacsl £ Performance b outias ol 25 Ly Bloceses
ol process .l b |, process . Details GPU Sas> (RAM (CPU (318 Performance
g U & pw Startup apps

Cuglgl PID Details

> service Ladgi g £g ) Services
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Sgs e g STArtUp slao!

aslal startup a1, olassss lacl 51 5w
.. Task 33l e | |, g o g 13S0

WINDOWS OS - 7

4 ) 4 \
e : ol (93)S Jl=9)yas Al a5 | Jled
laplaS sas e (slas Startup impact ysie el 02,5 Jladps l> s d
- 3 .o o . 6L 9 wa> gbo launcher « ol Hl3810,5 ¢
olw)jgyas o 2o g touchpad gl driver o
oslaiwleS glayljl « W wygo > cloud gjlwpeBan -
. J . J
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la service

D9 &S sl e jm ol S50 S SEIVICE S
(ol LS 29, 5l Gy el asae Ll o iy

WINDOWS OS - 7

terminal
\) ﬁ‘.\g B E g E9 g Ry services.msc :i i:\> Gﬁt-Servic;Spc{ol;r
; : R atus ame isplayName
[’EAUtomatIC‘ Manual 'M’_&UA UL"” Running Spooler Print Spooler
... Disabled. PS C:\> Restart-Service Spooler # fix a stuck print queue
C:\> sc query wuauseryv

STATE : 4 RUNNING
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Resource Monitor

s module ..\« CPU — handle

WINDOWS OS - 7

A6y dz (Jalb IS — S

la port s Jlail — aSous f 1 ( ) ]

CPU St asady
> module «» handle ey a2 ¢ 1B plas > port o JLail
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sy, sl 10g s 1 ses e zJ c\.>,.-’J Windows
xS 5L ), eventywr oS e wus
... Windows

Jos 3 las s (S o Crash s (33,
LEVENtID 5 s 50 & e EITOT lasliyg,

Event Viewer

WINDOWS OS - 7

[ N N ] terminal

PS C:\> Get-WinEvent -LogName System -MaxEvents 3 | Format-Table TimeCreated, Id, LevelDisplayName
TimeCreated Id LevelDisplayName

10/25/2026 9:14:02 41 Critical # unexpected shutdown

10/25/2026 9:13:55 6008 Error

10/25/2026 8:01:10 7036 Information
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MyWebUniversity jl o&al) ow)9S o

Windows Jwle el

A L).UJ.)

9 o partition (loSawd
alhgl>

wilnver

itLocker g Storage Spaces (Storage Sense «diskpart <MBR ply ;5 GPT (Disk Management



46

Initialize: GPT — ¢ s
unallocated — New Simple Volume

—w p format — NTFS

WINDOWS OS - 8

Disk Management

52l)> 8>

format unallocated o) Sawsd
< <— <
Gz «NTFS New Simple Volume Initialize: GPT
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Jle> Sl e partition esad S MBR
Saws o ol el 5 gs g Lol partition
.. GPT

5330 23 UEFT 2l s Lts Windows 11

47

WINDOWS OS - 8

MBR s/, ,» GPT

7

9.4ZB L«

« 128 partition

Ol Joaz (UEFI wgy

(Y9AY) MBR
2TBLG .
el 4 partition «

BIOS gy «
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o oS (ol uLe)B AICS k_<w.,g; J‘)J‘ diSkpart
) Sens ol (5900 o SCTIPE 5 (L5

| eracbat) Suws JS clean 1S Ll s
)l 1 list disk asgas .58 o SU 1 g8

48

WINDOWS OS - 8

terminal

C:\> diskpart

DISKPART>
Disk 0
Disk 1

DISKPART>

DISKPART>

DISKPART>

DISKPART>

DISKPART>

DISKPART>

list disk

Online 476 GB 0 B *

Online 58 GB 58 GB < USB drive
select disk 1

clean

convert gpt

create partition primary

format fs=exfat quick label=USB

assign letter=U
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Las a5 ol

s+ 5,88, — Storage Sense

WINDOWS OS - 8

i slo s — cleanmgr

L sl s> — Apps

Storage Sense cleanmgr Apps
JB293> gL o (5l 18 Sy glogl Bio
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pool & s 1, Suws u> Storage Spaces
So grs ol mirroring L S o oS 5
e AR Ls;»gs

o S e (513856, 1, sl 5 o S BitLocker
- .¢L§L,¢3LJ$LQ‘);ﬁgg-g§§¢ N RCEGR QFJSHVJ S

50

BitLocker 4 Storage Spaces

WINDOWS OS - 8

o000 terminal
C:\> manage-bde -status C:
Volume C: [Windows]

Conversion Status: Fully Encrypted
Encryption Method: XTS-AES 128
Protection Status: Protection On
C:\> manage-bde -protectors -get C: # shows the recovery key ID
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MyWebUniversity jl o&al) ow)9S o

Windows Jwle el

q (J.UJ.)

Windows ;> asuui

wilnver

Remote Desktop g (Ju18 Slyibl (Windows Firewall (:DNS «ping «ipconfig «asud wloudiis



ipconfig

default 5 IP. subnet mask . s ipconfig
ipconfig /all .xas e Ol |, s gateway

WINDOWS 0S -9

oo iMAC un)b‘
[ N terminal
. . . ) T C:\=)lpconiiq
)"’3“""5 RS9 g 169.254 L’ oS LS‘““)Q‘ Wireless LAN adapter Wi-Fi:
A DHCP ¢ 45 server S a clg IPv4 Address. . . . . . . . . . . : 192.168.1.42
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.1.1

C:\> ipconfig /release && ipconfig /renew
C:\> ipconfig /flushdns
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JuS Wi-Fi - aSL — ping 192.168.1.1
router. ISP - L — ping 8.8.8.8
DNS - KL — ping google.com

9. ¥
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WINDOWS 0S -9

A5 a4y pad JSie 28

nslookup
DNS wlg2 oy

ping google.com G ping 8.8.8.8 [l ping 192.168.1.1
DNS - plsb ISP «router — @ISt JusS Wi-Fi - pISG
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‘ol Private L Public aSos j0 .68 o
... Public

sacld by ls slaiel aS port b ol o (gl p Lass
;5 New-NetFirewallRule .S asls)
.. PowerShell

WINDOWS 0S -9

Windows Defender Firewall

terminal

PS C:\> Get-NetConnectionProfile | Select-Object Name, NetworkCategory
NetworkCategory

Name
HomeWiFi

Private

PS C:\> New-NetFirewallRule -DisplayName "Web 8080" -Direction Inbound -Protocol TCP -LocalPort 8080 -Action Allow
PS C:\> Test-NetConnection server0l -Port 3389
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Properties. (S SulSel ;58 S 59,
S S Glme &S s 1,01 b Sharing
w0 S

s permission 4 share sl permission C:\> net share Reports=D:\Reports /grant:Ahmad,READ

8% u_,)_,)_ém EPY. JLQ_g) 93 4 NTFS Reports was shared successfully.
net .c...| C:\> net use R: \\OFFICE-PC\Reports
'" ’ The command completed successfully.
C:\> net share

WINDOWS 0S -9
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Remote Desktop

SgaeS Sy was e o =) Remote Desktop
S Jo S e b 511, 80 Windows

WINDOWS 0S -9

v Ol e X Slhs v ool
o ‘) pOI"[ 3389 )gﬁ _u}w d"’ﬁ mStSC L’ internet as ;L port 3389 « LAN (31> RDP «
w VPN S ) o) b s fassS 5L internet o igm password - L gl
would brute-force glwalos - NLA + gg8 password e
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Windows Jwle el

Windows <ol

wilnver

awsle g o backup Windows Hello (& ilw)jg9,a (SmartScreen Defender \Windows Seculty



Microsoft Lz Windows Security
S =8ly ol antivirus & «ewl Defender

(“ﬁfu‘?:-.‘d‘):’
& S5 S | > Quick scan S iy e

offline scan <. u,ls S (g malware
S |

58

Microsoft Defender Antivirus

WINDOWS 0S - 10

o000 terminal

PS C:\> Get-MpComputerStatus | Select-Object AntivirusEnabled, RealTimeProtectionEnabled, AntivirusSignaturelLastUpdated
AntivirusEnabled RealTimeProtectionEnabled AntivirusSignaturelLastUpdated

True True 10/25/2026 6:02:11 AM

PS C:\> Start-MpScan -ScanType QuickScan

PS C:\> Update-MpSignature
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L slasgbls — SmartScreen
Defender — malware

o) ks oS — Firewall + UAC

WINDOWS 0S - 10

cadislxa gghbd,gy

Secure Boot + TPM
gy Cuollw

Firewall + UAC Defender SmartScreen
< <
Ol (aSub malware 2 slooglil>
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Suie) ey Sl 4

Windows Update — Patch Tuesday

WINDOWS 0S - 10

JBas3 ol g0 — )5 9 50

winget upgrade --all — ol

Windows Update 355950 ol

Patch Tuesday IB5395 Gilwyjg,a winget upgrade --all
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L eSSl 50 e 02 U, les Windows Hello
oins (paan (55, s PIN .S e 5 )5 PIN LS

WINDOWS 0S - 10

N Jls Windows Hello as bgsye PIN password
s> o 95 1l 3¢ Microsoft account gl , ol 40 TPM 4 i ¢ NS0 IS >y ji o
password manager <Su ;) g S (i, 1 sy K> sl » Sgdige S5 g phish -
.. oalii)
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3-2-1 sacls :la backup

2 backup + Jol — 83

o+ s —als, 2

szl b cloud — o ) (g 1

WINDOWS 0S - 10

23 ailw, 2 J=o jl ooy 1
2 backup + Jol G+ G0 o0l b cloud
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Windows Jwle el

Group «Registry :ai9,duu
«Task Scheduler (Policy
Hyper-V ¢ WSL

55l (s yaiile g Windows (g9 Linux e gdiuloj 5y S (>0 Group Policy registry

10

wilnver



Registry

Windows lakiss (o538 40 aals o &G\ registry

WINDOWS 0S - 11

.l
. - o000 terminal
S i ) Gy asnes a8 Lregedit U, gl HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
Sy s backup export Q‘ﬁ;‘-“ o )) QT key HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run

C:\> reg query HKCU\Software\Microsoft\Windows\CurrentVersion\Run
C:\> reg export HKCU\Software\MyApp myapp-backup.reg

IAFER
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> Group Policy

s9, <y (gpedit.msc _x (Group Policy
oS il registry eulais laso (gl Lks g (el

WINDOWS 0S - 11

- 9 Pro Pr User Configuration Computer Configuration
9 onale 5l » Computer Configuration i 319405 ¢ password cusluw »
Sl ol 1,8 ) User Configuration Control Panel 3,5 3g:ue Windows Update looacs -
.. gpupdate .sgs o o3t logaly> « USB dBdl> (135 dg:mse -

‘Y.
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Task Scheduler

| =l Sag> 1, lapl £5 0 Task Scheduler
Lg ‘69)'“ ﬁli.»a €399 ﬁ&»ﬁ sL’,\:éB kS.ﬁ JE )..\Su.e

WINDOWS 0S - 11

I

an u}ﬁg
;s ScheduledTask . cmdlet 4 schtasks
_L_,)wa Ul.c)S L} )‘ ‘) u){g PowerShe” C:\> schtasks /create /tn "Nightly Backup" /tr "C:\Scripts\backup.bat" /sc daily /st 02:00

SUCCESS: The scheduled task "Nightly Backup" has successfully been created.
C:\> schtasks /query /tn "Nightly Backup"
C:\> schtasks /run /tn "Nightly Backup"

\\. oY
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Windows 5> WSL: Linux

o Windows Subsystem for Linux

Ubuntu Jxe oleg ;s 9 LINUX 23)5 kernel
.. Windows x5 1,

WINDOWS 0S - 11

terminal
Windows slagl s .08 o crai |, 0 Olo g S PS C:\> wsl --install -d Ubuntu
; . .. . . . PS C:\> wsl --list --verbose
Ja Linux Gla Ll 5 cisa e ol /MmNt 5 Lo NANE STATE  VERSION
* Ubuntu Running 2
PS Ci\> wsl

mariam@PC:~$ ls /mnt/c/Users/Mariam/Documents

\\.of
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Sandbox 4 Hyper-V

silze sloomals N Pro s (Hyper-V
L Windows 80s dseus S8 e Lzl 1) JolS

WINDOWS 0S - 11

3 SLWindows <, Windows Sandbox

[ N N ) terminal

).).> dod .L.\SL}A )Lﬁ ML’ J..L> PL ‘) J).»GAJLJLS\J PS C:\> Enable-WindowsOptionalFeature -Online -FeatureName Microsoft-Hyper-V -All
- PS C:\> Enable-WindowsOptionalFeature -Online -FeatureName Containers-DisposableClientVM
un L)‘ L);;Jb PS C:\> New-VM -Name LabServer -MemoryStartupBytes 4GB -NewVHDPath D:\VMs\lab.vhdx -NewVHDSizeBytes 60GB

PS C:\> Start-VM LabServer

V1.4
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Windows Jwle el

il 9 JSsino 23,

wilnver

@3 g Reset this PC System Restore (WinRE (Safe Mode (DISM g sfc «JSuiwo 29, iy,



T8 ass ez — ololis

S cde — oy,

Mga&)omﬁu&—gsﬁwﬁgd@uj

\v..
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WINDOWS 0S - 12

JSia g8 a9, S

9 oy

935S Cawyd § Lilo;l a8 L Ui
| OSCmdgglojl 2k Ll (e
g Sy ) ki Sy izl e §3)5 yasdi az
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sla Ll (S o B8, uxe Windows i,
DISM. component Js) .S eue 5 | e
.. |, store

Bsi> Lterminal G s 1,5 40
restart o ;| sz g S | ) administrator

\V..Y

at

DISM 4 sfc

WINDOWS 0S - 12

[ N terminal

C:\> DISM /Online /Cleanup-Image /RestoreHealth
The restore operation completed successfully.
C:\> sfc /scannow

Windows Resource Protection found corrupt files and successfully repaired them.
C:\> chkdsk C: /scan

Jole @i Windows — LS . 5S - MyWebUniversity.com - @MyWebUniversity-Dari



WInRE 4 Safe Mode

g JSuse z8, — Startup Repair

L update S, wi> — Uninstall Updates

Startup Settings — Safe Mode (F4) ( \ ( N |

Startup Repair Uninstall Updates Startup Settings
Wy JSUiive g8) 2 update S, B> Safe Mode (F4)

\Y..Y
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Reset ; System Restore

5 b driver (el sla s System Restore
.. L3 restore point <, « |, registry

WINDOWS 0S - 12

—wai 8 ugs |, Reset this PC. Windows (5389 3Ll Ciloye logyls gy
2% ‘ o R RS Va - .

ot b du‘-})b W‘b d\g\" b "U'SL}A A update L driver o System Restore

o3 jluw Windows (Wi> lool) Gb Reset: Keep my files

malware PC g9 EY] Reset: Remove everything

85l £9 s EY] Clean install

\Y.-¥

/3 Jols e Windows — JslS . 5S - MyWebUniversity.com - @MyWebUniversity-Dari



sz slapas

Windows Server Admin — iz (58

Hyper-V 1g) ¥ — (ol

certification — CompTIA A+ - MD-102 ( 1 ( 1 ( k
63 )9S BY3Y.Y) certification
Windows Server Admin Hyper-V ,lgil,uV CompTIA A+ - MD-102
. J v \4 J

\Y.+4
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